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PREMISES 
The Company (hereinafter always referred to as the "Company") intends to comply with current 
regulations regarding the phenomenon of "whistleblowing" and thus provide for the correct 
management of reports made by a person who, in the performance of their duties, becomes aware of 
an illegality, risk, or dangerous situation that could cause harm to the company/entity for which they 
work, as well as to clients, colleagues, citizens, and any other category of persons. 

The Company, sensitive to ethical issues and correct business conduct, has implemented internal 
reporting systems for violations to allow its personnel to report acts or facts that may constitute 
unlawful conduct under the law. 

 

REFERENCE CONTEXT: LEGISLATIVE DECREE 24/2023 
The legislator approved Legislative Decree 24/2023 which, by repealing (Art. 23) Art. 6 paragraphs 2-
ter and 2-quater of Legislative Decree 231/2001, further defined: 

• the subjective scope of application, both active and passive; 

• the aspects of protection for the person making a report; 

• the obligations of Entities and Companies in terms of non-discrimination against reporting 
persons and protection of their confidentiality; 

• the need for channels that allow reporting persons to submit reports guaranteeing the 
confidentiality of the reporting person's identity; 

• the prohibition of retaliatory or discriminatory acts against the reporting person for reasons 
related to the report; 

• the need to provide in the disciplinary system sanctions against those who violate the 
protective measures for the reporting person, as well as against those who, with malice or 
gross negligence, make reports that prove to be unfounded. 

The law also reiterates that the report of unlawful conduct relevant pursuant to Decree 231/2001 or 
violations of the Company's organization and management model, of which they have become aware 
by reason of their functions, made by the employee-reporting person must be substantiated and 
based on precise and concordant factual elements, of which they have become aware by reason of 
their duties. 

The Whistleblowing law identifies: 

• the persons who can activate a report; 



Fenix Digital Group srl  Whistleblowing procedure 
 pro procedure 

 

Mod. WBPRI02 SETTORE PRIVATO (Meno di 50 dipendenti e MOG) Eng 

 
4 

• the acts or facts that can be the subject of a report, as well as the requirements that reports 
must have to be considered; 

• the methods through which to report alleged violations and the persons responsible for 
receiving reports; 

• the investigation and possibly investigation process when a report is made; 

• the guarantee of confidentiality and protection of personal data of the person making the 
report and the person possibly reported; 

• the prohibition of retaliation and the prohibition of discrimination against the reporting 
person and other persons referred to in Art. 3 paragraph 5 of Legislative Decree 24/2023. 

 

OBJECTIVES 
The objective of this document is to bring to light episodes of illegality or irregularities within the 
Company, clarifying and making it easy for the reporting person to make a report and removing any 
factors that may hinder or discourage recourse to this institution. 

The objective of the procedure is therefore, on the one hand, to provide the reporting person with 
clear operational instructions for making a report and to inform them about the forms of protection 
and confidentiality that are recognized and guaranteed to them. 

 

PURPOSE AND AIMS OF THE PROCEDURE 
With this procedure, we intend to provide clear operational instructions regarding the subject, 
content, recipients, and methods of transmitting reports of violations. To this end, this Procedure: 

• defines the scope of application of the document and the Reporting process; 

• identifies the persons who can make Reports; 

• delimits the perimeter of conduct, events, or actions that may be the subject of a Report; 

• identifies the channels through which to make a Report; 

• identifies and prescribes the principles and general rules governing the Reporting process, as 
well as the consequences of any abuses in the use of the established channels; 

• defines the report management process in its various phases, identifying roles, 
responsibilities, operational methods, and tools used. 

all in compliance with current reference legislation. 
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RECIPIENTS OF THE PROCEDURE 
The "Recipients" of this procedure are all managers, employees, collaborators of the Company, as 
well as contractors, suppliers, and consultants who in any way relate to it, as well as all stakeholders 
pursuant to and with the effects of the provisions of Art. 3 paragraph 3 of Legislative Decree 24/2023. 

It is specified that, for public officials and persons in charge of a public service who have an obligation 
to report (Arts. 331, 361 and 362 of the Code of Criminal Procedure), the report made in accordance 
with this procedure does not replace, where the conditions exist, that to the Judicial Authority. 

 

ACTORS INVOLVED 
The Reporting Person 

Is the natural person who, having become aware of information on violations (cf. letter a, paragraph 1 
Art. 2 of Legislative Decree 24/2023) acquired within their work context, makes the Report: managers, 
employees, collaborators, contractors, suppliers, and consultants, service providers of the Company 
or other interested parties classifiable as Stakeholders of the Company. 

The Facilitator 

A natural person who assists a reporting person in the reporting process, operating within the same 
work context and whose assistance must be kept confidential. 

The Person Involved 

The natural or legal person mentioned in the report as the person to whom the violation is attributed 
or as a person in any way implicated in the reported or publicly disclosed violation. 

The Reporting Manager 

The person in charge of managing the report of any violations is LAWYER TERRANOVA DANIELE, based 
at VIA FONTANA N.5 - MILAN, certified email d.terranova@terranova.legal 

appointed for this purpose by the management body, with a measure dated 05.03.2026 after 
verifying their adequate training. 

In the event of serious and prolonged impediments, it remains the responsibility of the Reporting 
Manager to identify a substitute for the performance of the activities for which they are responsible, 
including the verification of the substitute's adequate training. 

 

PROCEDURES AND OTHER RELATED DOCUMENTS 
This procedure is included in the Company's management system and integrates, if present: 

• Organization, Management and Control Model pursuant to Legislative Decree 231/2001; 
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• Corporate Code of Ethics; 

• Any other related documents. 

 

THE REPORT 
The Report must be made in good faith and must not be based on mere suspicions or rumors, must be 
as detailed as possible and offer the greatest number of elements to enable the Company to carry out 
the necessary checks and investigations. 

Considering the spirit of the law – which is to encourage the broadest collaboration aimed at bringing 
out corrupt practices – it is not necessary for the employee to be certain of the actual occurrence of 
the reported facts and their author. It is sufficient that the Reporting Person, based on their 
knowledge, reasonably believes that an irregularity or unlawful fact has occurred. An unlawful activity 
undertaken, but not yet completed, may also be the subject of a Report, in the presence of precise 
and concordant elements. 

The protection of the reporting person is guaranteed only if the Report is made in good faith and does 
not have the profile of a pretextual act aimed at slander and defamation (see in this regard the 
paragraph "Prohibited Reports"). 

 

Subject Matter of the Report 

The Recipients of this policy may report conduct, acts, or omissions that harm the public interest or 
the integrity of the public administration or private entity and that consist of unlawful conduct 
relevant pursuant to legislative decree June 8, 2001, n. 231, or violations of the organization and 
management models provided for therein. 

In order to facilitate the identification of facts that may be the subject of a Report, a non-exhaustive 
list of relevant conduct/behaviors is provided below by way of example: 

• active and/or passive corruption and maladministration, abuse or excess of power; 

• repeated failure to respect the deadlines for concluding administrative proceedings or 
administrative irregularities and in accounting and tax compliance or in the preparation of the 
annual financial statements; 

• violation of regulations on environmental matters, workplace safety, and controls; 

• non-transparent hiring; 

• conduct aimed at hindering the control activities of Supervisory Authorities (e.g., failure to 
deliver documentation, submission of false or misleading information); 

• promise or giving of money, goods, or services or other benefit aimed at bribing suppliers; 



Fenix Digital Group srl  Whistleblowing procedure 
 pro procedure 

 

Mod. WBPRI02 SETTORE PRIVATO (Meno di 50 dipendenti e MOG) Eng 

 
7 

 

Prohibited Reports 

The protection applicable to whistleblowing does not concern complaints, claims, or instances of a 
personal nature of the reporting person, or relationships with their hierarchical superior/colleagues. 

Reports must not take on insulting tones or contain personal offenses or moral judgments aimed at 
offending or harming the honor and/or personal and/or professional decorum of the person or 
persons to whom the reported facts refer. 

It is forbidden in particular: 

• the use of insulting expressions; 

• sending Reports for purely defamatory or slanderous purposes; 

• sending Reports that relate exclusively to aspects of private life, without any direct or indirect 
connection with the work and/or professional activity of the reported person; 

• sending Reports made with the sole purpose of harming the reported person. 

It is also specified that sending Reports made with malice or gross negligence or deemed manifestly 
unfounded is prohibited and punishable. 

It is highlighted that, in cases of sending Prohibited Reports, the confidentiality of the Reporting 
Person's identity, as well as the other protective measures provided for by law, may not be 
guaranteed, and such reports could give rise to civil and/or criminal liability on the part of the 
Reporting Person. 

Furthermore, the confidentiality of the Reporting Person is not guaranteed when: 

• there is the express consent of the Reporting Person to the disclosure of their identity; 

• the criminal liability of the Reporting Person for crimes of slander or defamation or in any case 
for crimes committed with the Report or their civil liability, for the same reason, in cases of 
malice or gross negligence, has been ascertained by a first instance judgment; 

• anonymity cannot be opposed by law and the identity of the Reporting Person is requested by 
the Judicial Authority in relation to investigations (criminal, tax, or administrative) or 
inspections by other Public Entities originating from the Report itself. 

 

Form and Minimum Content of Reports 

The Reporting Person must provide all useful elements to enable the Reporting Manager to proceed 
with the necessary and appropriate checks and verifications to ascertain the validity of the facts 
reported. To this end, the report should have the following essential requirements: 
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• details of the person making the report (Reporting Person), indicating their position or role, 
unless the Report was made anonymously; 

• a clear and complete description of the facts being reported, as well as, if known, the 
circumstances of time and place in which the facts were committed, highlighting, where 
possible, the general interest in the integrity of the Company (Subject); 

• if known, the details or other elements (such as the role and service in which the activity is 
carried out) that allow the identification of the subject(s) (corporate bodies, employees, 
managers, external collaborators of the Company, or third parties with whom the Company 
operates or maintains commercial or business relationships) who committed the reported 
facts (Reported Person and other persons involved); 

Furthermore, the Reporting Person may indicate further elements, such as: 

• indication of any other persons who can report on the facts reported; 

• indication of any documents that can confirm the validity of such facts; 

• any other information that can provide useful confirmation regarding the existence of the 
reported facts; 

• indication of any private interests connected to the Report. 

The Reporting Person may attach any useful documentation to better substantiate the Report. 

The Report must not contain personal data revealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs, or trade union membership, nor process genetic data, biometric 
data intended to uniquely identify a natural person, data concerning health or sex life or sexual 
orientation of the person (hereinafter "Special Categories of Data"), except in cases where this is 
unavoidable and necessary for the purposes of the Report itself. 

In the event that the "Reporting Manager" collects Special Categories of data from the Reporting 
Person concerning the latter, the "Reporting Manager" will process them in compliance with current 
regulations for the fulfillment of a legal obligation. 

Anonymous reports, i.e., those lacking elements that allow identification of their author, provided 
they are sent through the methods provided for by this protocol, will be taken into consideration if 
they appear adequately detailed and made with a wealth of detail, i.e., such as to bring out facts and 
situations relating them to specific contexts (e.g., indication of names or particular roles, mention of 
specific offices, proceedings, or particular events, etc.). 

The requirement of truthfulness of the reported facts or situations remains, for the protection of the 
Reported Person. 
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Methods for Submitting an Internal Report 

In order to facilitate reports, the following channel has been defined: 

through the Whistleblowing Platform (hereinafter, the "Software"), as the privileged internal 
reporting channel suitable for guaranteeing, with IT methods, the confidentiality of the reporting 
person's identity in compliance with regulations and accessible via the following Internet address: 

https://fenixdigitalgroup.segnalazioni.eu/ 

The reporting person may make a report through the channel set up by ANAC [if and only 
if]{.underline} one of the following conditions applies: 

a) the mandatory activation of the internal reporting channel is not provided for within their work 
context, or this channel, even if mandatory, is not active, or even if activated, does not comply with 
the provisions of the regulation regarding internal reporting; 

b) the reporting person has already made an internal report and it has not been followed up; 

c) the reporting person has reasonable grounds to believe that, if they were to make an internal 
report, it would not be effectively followed up; 

d) the reporting person has reasonable grounds to believe that the violation may constitute an 
imminent or obvious danger to the public interest. 

 

Protection of the Reporting Person 
The entire process guarantees the confidentiality of the identity of the reporting person and the 
facilitator – if present – from the receipt of the report and in every subsequent phase. 

To this end and in compliance with current regulations, the Company through this procedure has 
formalized: 

• the protection of the confidentiality of the reporting person and the facilitator – if present; 

• the prohibition of discrimination against the reporting person and other subjects – if present – 
referred to in Art. 3 paragraph 5, Legislative Decree 24/2023. 

 

Confidentiality Protection for the Reporting Person 

The use of the Software guarantees complete confidentiality of the reporting person, as only the 
Reporting Manager can access the report. 

In the case of reports made through other methods, the recipients, upon receiving the report, 
immediately transmit it to the Reporting Manager who will enter all the information into the IT 
platform, subsequently informing the reporting person. 

https://fenixdigitalgroup.segnalazioni.eu/
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Following any disciplinary proceedings initiated against the reported person, the protection of the 
reporting person is structured as follows: 

• if the charged facts are based on investigations that are distinct and additional to the report, 
even if consequent to it, the identity of the reporting person cannot be revealed; 

• if the charged facts are based in whole or in part on the report, the identity of the reporting 
person may be revealed to the subject(s) involved in the report itself, only if two requirements 
are met simultaneously: 

o the consent of the reporting person; 

o the proven need for the reported person to know the name of the reporting person for 
the full exercise of the right of defense. 

 

Prohibition of Discrimination Against the Reporting Person 

The reporting person cannot be sanctioned, dismissed, or subjected to any discriminatory measure, 
direct or indirect, having effects on working conditions for reasons directly or indirectly connected to 
the report. 

Discriminatory measures mean unjustified disciplinary actions, harassment in the workplace, any 
changes in duties or place of work, and any other detrimental change in working conditions that 
constitutes a form of retaliation against the report. The reporting person who believes they have 
suffered discrimination for having made a report must give detailed notice to the Reporting Manager. 

The reporting person who believes they have suffered discrimination may take legal action against the 
author of the discrimination and also against the Company – if the Company actively participated in 
the discrimination. It should be noted that, in this case, the law provides for a reversal of the burden 
of proof and it will therefore be up to the Company to demonstrate that the change in the reporting 
person's working conditions does not originate from the report. 

The protective measures described in this section will also apply to third parties possibly involved in 
the Report, such as by way of example: 

• third parties who have supported the Reporting Person during the Report (so-called 
"facilitators"); 

• persons in the same work context as the Reporting Person who are linked to them by a stable 
affective or family tie; 

• colleagues of the Reporting Person, who work in the same work context and have a habitual 
and current relationship with them. 
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Protection of the Reported Person 

In order to avoid prejudicial consequences, even of a merely reputational nature, within the work 
context, the protection reserved for the Reporting Person, referred to in the paragraph "Protection of 
the Reporting Person", is also granted to the Reported Person, with particular regard to the phase of 
forwarding the Report to third parties. The protection of the Reported Person applies subject to legal 
provisions that impose the obligation to communicate the name of the reported person suspected of 
being responsible for the violation. 

 

Processing of Personal Data 

It is also specified that the personal data of Reporting Persons, Reported Persons, and all persons 
involved in the Report are processed in compliance with current legislation on the protection of 
personal data pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council of 
April 27, 2016 ("GDPR") and pursuant to Legislative Decree 196/2003, as amended by Legislative 
Decree 101/2018. 

Personal data that are manifestly not useful for the processing of a specific report are not collected 
or, if accidentally collected, are immediately deleted. 

All persons involved in the management of reports receive specific authorization and training, as 
provided for by Arts. 29 and 32 of Regulation (EU) 2016/679 and 2-quaterdecies of Legislative Decree 
No. 196 of June 30, 2003. 

External parties providing instrumental services for the management of reports (e.g., providers of the 
IT Platform or email management services) are designated as Data Processors pursuant to Art. 28 of 
Regulation (EU) 2016/679. Such parties are required to provide guarantees regarding the adoption of 
adequate security measures compliant with Art. 32 of Regulation (EU) 2016/679 as well as ensure an 
adequate level of compliance with current provisions on processing, including the application of the 
provisions of Legislative Decree 24/2023 on the protection of the reporting person's identity. 

European legislation on the protection of personal data provides that, in some specific cases, national 
law may limit the scope of the obligations and rights of the data controller generally recognized to 
data subjects regarding their personal data provided for in CHAPTER III of Regulation (EU) 2016/679. 

As established by Art. 13 paragraph 3 of Legislative Decree 24/2023, within the scope of reports, a 
limitation of the rights of data subjects is provided for pursuant to Art. 2-undecies of Legislative 
Decree No. 196 of June 30, 2003; this limitation applies insofar as the exercise of such rights could 
cause actual and concrete prejudice to the confidentiality of the identity of the reporting person and 
the persons possibly involved/mentioned in the report itself. 

Therefore, the reporting person may exercise the right to access their data, to rectification or 
integration, to erasure, and to restriction of processing by contacting the Reporting Manager directly 
using the same methods with which they made the report. 
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The reporting person, pursuant to Art. 77 of Regulation (EU) 2016/679, also has the right to lodge a 
complaint with the Data Protection Authority, if they believe that the processing violates the 
aforementioned Regulation. 

The exercise of the rights referred to in CHAPTER III of Regulation (EU) 2016/679 by other interested 
parties, such as the reported person or other persons involved, may be delayed, limited, or excluded 
if such exercise could cause actual and concrete prejudice to the confidentiality of the identity of the 
reporting person as provided for in Article 2-undecies, lett. f of Legislative Decree No. 196 of June 30, 
2003 (implementing Article 23 of Regulation (EU) 2016/679). 

In such cases, these parties may exercise the aforementioned rights through the Personal Data 
Protection Authority according to the methods referred to in Article 160 of Legislative Decree No. 196 
of June 30, 2003. 

 

OPERATIONAL PROCEDURES 
Once the report is received through the channels provided for in this procedure, its management is 
divided into four phases: 

a. Registration and storage; 
b. Preliminary investigation; 
c. Investigation and communication of outcome; 
d. Archiving. 

 

Registration and Storage 

If the report is made through the Software, the Software itself will provide complete and confidential 
registration in compliance with the relevant regulations. 

In the case of paper communications or by other means, upon receiving the report, the Manager 
enters the received report into the Software, entering the day and time of the report in the notes 
field and uploading the supporting documents. 

 

Preliminary Investigation 

The preliminary investigation aims to verify the validity of the received report. 

To this end, the Reporting Manager evaluates the contents by carrying out an initial screening and: 

• if they immediately notice that it is manifestly unfounded, they proceed with immediate 
archiving and, where possible, notify the reporting person; 
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• if the report is not well detailed, they request, if possible, further information from the 
reporting person. If it is not possible to gather sufficient information to substantiate the report 
and initiate the investigation, it is archived and, if possible, the reporting person is notified; 

• if the report appears substantiated with precise and concordant factual elements, they 
proceed with the investigation phases. 

 

Investigation and Communication of Outcome 

The investigation is the set of activities aimed at verifying the content of the reports received and 
acquiring useful elements for the subsequent evaluation phase, guaranteeing maximum 
confidentiality regarding the identity of the reporting person and the subject of the report. 

The main purpose of the investigation is to verify the truthfulness of the information under 
investigation, providing a detailed description of the ascertained facts, through audit procedures and 
objective investigative techniques. 

The person in charge of the investigation is the Reporting Manager. 

It is everyone's duty to cooperate with the person in charge of the investigation during its execution. 

For each investigation, the person in charge of the investigation prepares a final report containing at 
least: 

• the ascertained facts; 

• the evidence collected; 

• the causes and shortcomings that allowed the reported situation to occur. 

At the outcome of the investigations, when they find the received report to be unfounded, the 
Reporting Manager proceeds with archiving the report and, where possible, notifies the reporting 
person. 

If the report proves to be founded, the Reporting Manager activates the company managers (HR 
and/or management body, taking into account the seriousness of the investigated report) to 
undertake the necessary and most appropriate mitigating and/or corrective actions. 

They transmit the outcome of the investigation to the HR function for the possible initiation of 
disciplinary proceedings aimed at imposing, if necessary, disciplinary sanctions in line with the 
provisions of the applicable legislation and the relevant collective labor agreements. 

In the case of founded Reports concerning one or more members of the management body or control 
body – if present –, the Reporting Manager identifies within the Company's organizational chart the 
non-involved person deemed most suitable for managing the internal process. 

For the management of the related disciplinary proceedings and any sanctions that may be imposed, 
reference is made to the Company's disciplinary system and the Applicable Collective Agreement. 
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Archiving 

In order to guarantee traceability, confidentiality, conservation, and retrievability of data throughout 
the entire process, documents are stored and archived in digital format, through the Software, and 
possibly through password-protected network folders or in paper format, in a special secure cabinet 
located at the Reporting Manager's domicile, accessible only to persons specifically authorized and 
instructed for this purpose. 

All documentation will be kept, subject to further legal terms in expressly provided cases, for 5 years 
from the date of closure of the activities. 

The appointed body ensures that this documentation does not contain references to the identity of 
the Reporting Person and the Reported Person, nor other implicit references that could lead, beyond 
any doubt, to the Reporting Person. The final report will be transmitted and/or shared with the 
Managing Director who will proceed to inform the involved company functions, if it becomes 
necessary to intervene with disciplinary measures. 

For the management of the related disciplinary proceedings and any sanctions that may be imposed, 
reference is made to the Company's disciplinary system. 

The Reporting Manager reports in a specific Annual Report to the Management Body on the number 
of Reports received and their status of progress, ensuring that this documentation does not contain 
references to the identity of the Reporting Person and the Reported Person, nor other implicit 
references that could lead, beyond any doubt, to the Reporting Person. 

 

DISCLOSURE OF THE REPORTING PERSON'S IDENTITY 
The provisions of Art. 12 of Legislative Decree 24/2023 shall apply in full. 

 

BREACHES OF THE PROCEDURE 
Failure to comply with this procedure entails, for the persons involved, the application of the relevant 
Disciplinary System and, in any case, in line with the provisions of the applicable legislation and the 
relevant collective labor agreements, unless the infringement constitutes a violation of law 
prosecutable by judicial means. 


